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How does a Data Science project affects society?

Impact of the project on disadvantaged or

vulnerable populations?

Were any tests written to determine if the datasets
were biased?

Did any team discussions center around 
transparency of the trained model?

Any time spent considering other ethical
hypotheticals?

Data Science Ethics: Key 
Questions



Growing attention to ethics…?

Fairness, Accountability,

and Transparency

FAccT: 
https://facctconference.org/index.html

 Ethical AI in Action World 

Tour

More informal talks (following 

some high-profile mistakes)

General scientific ethics 

courses

This lecture: some best

practices to know

https://facctconference.org/index.html
https://www.anthology.com/ethical-ai-in-action?utm_campaign=AIRoadshow_TimesHigherEducation&utm_source=Industry_Newsletter&utm_medium=Email&utm_term=&utm_content=&cid=701PU00000MYzxO
https://www.anthology.com/ethical-ai-in-action?utm_campaign=AIRoadshow_TimesHigherEducation&utm_source=Industry_Newsletter&utm_medium=Email&utm_term=&utm_content=&cid=701PU00000MYzxO


A Framework for Ethical AI 
and Data Science

With AI’s growing influence, ethical considerations 
ensure that technologies are developed responsibly.

The primary goal of ethical thinking in data science (and 
everywhere, really) is to avoid unintended 

consequences of your work
• Of course, this assumes the actor is intentionally good… we don’t 

have time to cover how to handle intentionally bad actors)

How?

Education

Communication

Distribution

Advocacy



Education

Basics of AI Ethics

Legal and policy communities have thought about ethics in AI 
at least as much as AI researchers have thought about its 
development

Automated systems are not inherently neutral. They reflect 
the priorities, preferences, and prejudices of those who have 
the power to mold artificial intelligence.

Consider: opacity of machine learning algorithms

Opacity of secrecy
(corporate, government)

Opacity of technical illiteracy
(black box algorithms)

Opacity of scale
(unavoidable algorithmic complexity)



Consider: potential harms of fully-automated decision-making (1)

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/

Education

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/


Consider: potential harms of fully-automated decision-making (2)

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/

Education

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/


Consider: potential harms of fully-automated decision-making (3)

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/

Education

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/


Potential mitigation strategies (1)

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/

Education

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/


Potential mitigation strategies (2)

https://fpf.org/2017/12/11/unfairness-by-algorithm-distilling-the-harms-of-automated-decision-making/

Education



Education

Consider: facial recognition in public places

City centers, airports

Concerns of error, function creep, and privacy

Emotional privacy

Masking emotions

Social cohesion

http://blog.practicalethics.ox.ac.uk/2014/03/computer-vision-and-emotional-privacy/

https://www.emeraldinsight.com/doi/abs/10.1108/14779960480000246

http://blog.practicalethics.ox.ac.uk/2014/03/computer-vision-and-emotional-privacy/
https://www.emeraldinsight.com/doi/abs/10.1108/14779960480000246


Education

• Exclusion and demographic bias: AI systems may inadvertently 
exclude certain groups or reinforce stereotypes if the training data 
does not represent diverse demographics.

• Overgeneralization and confirmation bias: AI models might 
incorrectly generalize patterns from biased data, leading to 
conclusions that reinforce pre-existing biases.

• Topic overexposure (availability heuristic) and underexposure: 
Overemphasis on popular topics in training data can lead to 
disproportionate representation, while less common topics may be 
underrepresented, skewing the AI's understanding. 

http://aclweb.org/anthology/P16-2096

NLP ethical best practices  http://aclweb.org/anthology/W17-1604.pdf

http://aclweb.org/anthology/P16-2096
http://aclweb.org/anthology/W17-1604.pdf


Education

Remedies: Pyramid of Possible Responses to Unethical Behavior.



Education

Consider: “dual-use” technologies

Technologies designed for civilian use but which may have military applications

Google’s Project Maven, software for automated drone surveillance for the 
Pentagon

Microsoft employees have protested the company’s 
involvement in the same Department of Defense program

Amazon’s collaboration with the US Immigration and 
Customs Enforcement (ICE)



Education

Codes of Ethics

Some have advocated for a “Data Science Hippocratic Oath”

IEEE and ACM organizations have explicit codes of ethics

 https://www.ieee.org/about/corporate/governance/p7-8.html

 https://www.acm.org/code-of-ethics

AI research is arguably unique, but NeurIPS publishes each year a Code of 
Conduct 

 https://nips.cc/public/CodeOfConduct

Many other institutions and “influencing” organizations have begun 
making their own

https://www.ieee.org/about/corporate/governance/p7-8.html
https://www.acm.org/code-of-ethics
https://nips.cc/public/CodeOfConduct


Education



Education



Education



Communication

Potential misuses and ethical considerations of new AI and data science 
algorithms / packages are rarely identified and pointed out, either in 
documentation or in academic papers

Amazon’s Rekognition product for facial recognition did not warn about 
the high false positive rate associated with its default parameters



Communication

New “Ethical Considerations” section in published works (academic, code 
documentation, blog posts, etc)

Margaret Mitchell, Senior Research Scientist 
at Google, Tech Lead for Google’s ML fairness 
effort

2017 paper flagging patient suicide risk in 
clinical settings given their writings as input

Point out clear cases of potential ethical 
misuse and how their study mitigated these 
concerns



Communication
Standardizing means of communicating aspects of new datasets and AI 

services
Datasheets for datasets

Data statements for NLP

Policy certificates for RL

Declarations of AI service conformity



Distribution

Approval and Terms of Access for datasets, code, and models

ImageNet

One of the most important computer vision datasets of the decade (1000 object 

classes, 1,281,167 training images, 50,000 validation images and 100,000 test images)

Downloading it requires agreeing to terms of access!

Admittedly increases overhead for host lab or organization, but helps mitigate 
the dual-use problem

A “Responsible AI License” for code and pre-trained models



Distribution



Distribution



Distribution

Use, share, and create emerging tools to detect bias and explore datasets for ethical 
considerations

 IBM’s AI Fairness 360

 An extensible open source toolkit that helps you examine, report, and mitigate 
discrimination and bias in machine learning models throughout the AI application 
lifecycle

 https://aif360.res.ibm.com/

https://aif360.res.ibm.com/


Distribution

Google’s What-If

 https://pair-code.github.io/what-if-tool

https://pair-code.github.io/what-if-tool


Advocacy

This is where we ALL come in

Bring up concerns in talks and classrooms (like this one!)

Dedicate part of the syllabus 
(like this one)

Take an entire class on AI and 
Ethics



Obtain and promote more diverse research perspectives

In 2017, Joy Buolamwini (PhD student, MIT 
media lab) found facial recognition platforms at 
Microsoft, IBM, and Face++ did very poorly when 
identifying women and minorities

Advocacy



While each service touted an excellent 
overall accuracy, certain subgroups 
performed very poorly

Error analysis reveals that:
93.6% of faces misgendered by Microsoft were those 

of darker subjects.
95.9% of the faces misgendered by Face++ were 

those of female subjects.

Buolamwini created 
http://gendershades.org/ and contacted 
each company regarding their inclusion and 
diversity practices during development

Advocacy



Advocacy

Small and large-scale initiatives

AI4ALL

Women in AI

Black in AI

AI Now and NYU

Human-Centered AI Institute at Stanford

Ada Lovelace Institute

AAAI/ACM Conference on AI, Ethics, and Society



Advocacy

Timnit Gebru was hired as Google’s director of AI ethics in 2018

She authored a paper on the risks of large language models 
(LLMs) acting as stochastic parrots

Google management requested that Gebru either withdraw the 
paper or remove the names of all the authors employed by 
Google

In December 2020, she was fired.

Hundreds of Google employees co-signed a letter condemning
Google’s actions

Advocacy can be uncomfortable but it is necessary to drive 
change



Advocacy

Employees of Amazon and Microsoft have likewise worked 
to withdraw their respective companies from DoD contracts



10 Data Science Ethics Questions

• Q1: Which laws and regulations might be applicable to our 
project?

• Which laws and regulations might be relevant?

• What these laws are designed to protect or accomplish?

• What the impact may be of not taking them into account? 

• This includes considering recent regulations such as GDPR (the 
European General Data Protection Regulation).

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://gdpr-info.eu/
https://www.datascience-pm.com/10-data-science-ethics-questions/


10 Data Science Ethics Questions

• Q2: How are we achieving ethical accountability?

• It should be clear who will be accountable to minimize the harm that 
could be done by the project. 

• Accountability includes ensuring the project team proactively 
identifies potential stakeholders and evaluates harms such as 
possible disproportionate effects that may arise from the 
application of a model.

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/


10 Data Science Ethics Questions

• Q3: How might the legal rights of an individual be 
impinged by our use of data?

• For the project to be ethical, the organization must have the right to 
use the data for their specific purpose. 

• For example, privacy issues should not only focus on who owns the 
collected data, but also the rights that need to be applied to 
downstream users of that data.

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/


10 Data Science Ethics Questions

• Q4: How might individuals’ privacy and anonymity be 
affected by our aggregation and linking of data?

• Consideration should be given to how privacy will be maintained 
through the transmission, storage and merging of the data.

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/
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10 Data Science Ethics Questions

• Q5: How do we know that the data is ethically available 
for its intended use?

• Being able to access and collect data does not mean that it is ethical 
to use that data. 

• Care must be taken to understand who owns the data, what are 
their rights and expectations, and is the data being used the way 
that the contributors intended?

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/


10 Data Science Ethics Questions

• Q6: How do we know that the data is valid for its 
intended use?

• A data science project should ensure that the data that is used for 
the project is suitable for the intended use within the project. 

• One aspect of data validity is data accuracy.  For example, imputing 
missing values or excluding records with missing values could have a 
significant impact on the downstream analytical results (which 
might amplify bias). 

• Another data validity concern is related to ‘fitness of purpose’ with 
respect to how specific data will be used.

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/


10 Data Science Ethics Questions

• Q7: How have we identified and minimized any bias in the 
data or in the model?

• Data science machine learning models can be built using data that 
has a bias, and thus, the model might also learn this bias (for 
example, the use of machine learning algorithms has shown the 
capability of inheriting racial and social biases). 

• Bias might come from the fact that the data used to build the model 
was biased. 

• The data science team needs to be aware that the choices with 
respect to training data might have profound impacts on others.

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/


10 Data Science Ethics Questions

• Q8: How was any potential modeler bias identified, and if 
appropriate, mitigated?

• There could be subjectivity within the model building process, in 
that model building involves subjective decisions, and that these 
decisions can result in biases and prejudices. 

• There can be subjectivity when decisions must be made within the 
project, such as with respect to what metric one should optimize, 
which algorithm to use, which data sources to use, or if one data 
point should be used as a proxy for a missing fact.

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/


10 Data Science Ethics Questions

• Q9: How transparent does the model need to be and how 
is that transparency achieved?

• An explanation in understandable terms as to why a specific decision 
is recommended often cannot be supplied — even by the team that 
builds the model. 

• This makes explainability and comprehensibility very difficult. 

• Many models are effectively a black box. 

• Model transparency is particularly important when model output 
might disadvantage a certain subgroup, or in situations where there 
is a high degree of regulation or a right of challenge (e.g, lending 
money).

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/


10 Data Science Ethics Questions

• Q10: What are likely misinterpretations of the results and 
what can be done to prevent those misinterpretations?

• Most predictive models are statistical in nature. They provide no 
guarantees. 

• With this in mind, the data science project manager should ensure 
that the analytical decisions are made as a result of a data science 
project that reflects the scale, accuracy and precision of the data 
that was used in creating the model.

Source: https://www.datascience-pm.com/10-data-science-ethics-questions/

https://www.datascience-pm.com/10-data-science-ethics-questions/


Conclusions

Data science and artificial intelligence are only going to 
become more intertwined with our daily lives (self-driving 
cars, smart homes, internet-of- things)

Automated decision-making has the potential to shape our 
civilization on a large scale

Understanding this technology and the strengths and 
limitations of its abilities is critical as we integrate it ever 
more deeply into our everyday routines

Being able to interface not only with researchers, but with 
policymakers, legislators, and the public is going to be 
essential

Can no longer afford to hide behind the ivory tower and 
ignore the implications of our work, and its unintended 
consequences



References

AI Ethics Resources  
https://www.fast.ai/2018/09/24/ai-ethics-resources/

http://www.fast.ai/2018/09/24/ai-ethics-resources/
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